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What's New in Middle-Tier
Administration for the SAS 9.4
Intelligence Platform

Overview

SAS is currently shipping SAS 9.4M8.

The SAS 9.4 middle-tier software includes changes to several SAS clients and
infrastructure components. This book provides details associated with these capabilities.

The capabilities that are introduced or enhanced since the initial SAS 9.4 release are
highlighted below.

SAS 9.4M8 includes the following changes and enhancements:

* The SAS Middle-Tier is configured with OpenSSL 3.0 and the Java TLS
implementation that supports TLS 1.3 and FIPS.

* SAS Web Infrastructure Platform Data Server is based on PostgresSQL 14 and is
configured with a FIPS 140 compliant cryptographic module. See “Configure SAS
Web Infrastructure Platform Data Server in SAS 9.4M8” on page 357.

*  VMware GemFire is replaced with OpenSource Geode. Because of this, the
configuration directory references geode in its directory path and configuration files
have changed their names to include geode.

* The SAS Web Server supports only TLS v1.3 and TLS v1.2.

The February 15, 2022 release of SAS 9.4M7 includes the following changes and
enhancements:

*  SAS Web Application Server is based on Pivotal tc Server prior to the February 15,
2022 release, and is based on Apache Tomcat thereafter. See SAS 9.4 Support for
Web Application Servers and HTTP Servers.

The May 2019 release of SAS 9.4M6 includes the following changes and enhancements:
*  “Ability to Make New Fonts Available”

+ “Using SAS Theme Designer”

SAS 9.4M6 includes the following changes and enhancements:

*  “SAS Private JRE”

*  “SAS Visual Analytics Apps”

*  “SAS Web Infrastructure Platform Data Server”

*  “Supported TLS Version for SAS Web Server

SAS 9.4M5 includes the following changes and enhancements:

*  “Enhancements to Configuring SAS Environment Manager for HTTPS”


https://support.sas.com/en/documentation/third-party-software-reference/9-4/support-for-web-application-servers.html
https://support.sas.com/en/documentation/third-party-software-reference/9-4/support-for-web-application-servers.html
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»  “Upgrade to the Apache Tomcat Version”

Starting with SAS 9.4M4, many security enhancements have been made. The following
support has been added:

*  “Support to Preserve Your TLS Customizations”

*  “Documentation Enhancements”

*  “Supported Version of OpenSSL”

*  “Upgrades to Middle-Tier Components and Applications”

SAS 9.4M3 provides significant enhancements that support security configuration and
management. Some of the configuration changes are required for existing deployments.
Support has been added for the following enhancements and updates:

*  “Support for Enabling Auditing of Internal Accounts”

»  “Support for Forcing Users to Log Off”

*  “Support for Enabling Audit Profiles”

*  “Support for Management of the Trusted CA Bundle”

*  “Security Support for SAS Web Applications”

* “Reduction in the Start-Up Time of SAS Web Application Server”

Starting with the May 2015 release of SAS 9.4M2, guest access support is available
through SAS Logon Manager. See “Support for Guest Access”.

The October 2014 release of SAS 9.4M2 includes updates to SAS Information Retrieval
Studio. See “Updates to SAS Information Retrieval Studio for TLS”.

SAS 9.4M2 includes the following changes and enhancements:
» “Enhancements for SAS Content Server”

* “Enhancements for Managing Devices”

SAS 9.4M1 includes the following changes and enhancements:
*  “Support for Customizing Web Application Content”

* “Enhancements for Managing Devices”

*  “Support for TLS with Client Certificate Authentication”

» “Enhancements to SAS Logon Manager”

The initial SAS 9.4 middle-tier software includes the following changes and
enhancements:

*  “SAS Web Server and SAS Web Application Server”

* “Enhancements to Support SAS Web Application Server Clustering”
* “SAS Environment Manager”

*  “SAS Web Infrastructure Platform Data Server”

» “Enhancements to SAS Logon Manager”

» “Enhancements for SAS Content Server”

*  “Support for Web Application Archive Files”



Supported TLS Version for SAS Web Server  Xi

Ability to Make New Fonts Available

New font services enable you to manage the list of available fonts. As an administrator,
you can add custom fonts to be used in reports and exploration. For more information,
see “Make More Fonts Available” on page 182.

Using SAS Theme Designer

All SAS web applications are now displayed with HTMLS5. You can customize the
appearance of the SAS web applications using SAS Theme Designer. For information
about custom themes for SAS web applications, see SAS Theme Designer.: User s Guide.

SAS Private JRE

The SAS Private JRE is now based on Java 11. SAS 9.4M5 and previous releases require
a SAS Private JRE that is based on Java 7.

SAS Visual Analytics Apps

SAS Mobile BI was renamed SAS Visual Analytics Apps.

SAS Web Infrastructure Platform Data Server

SAS Web Infrastructure Platform Data Server is now based on PostgreSQL 14.

Supported TLS Version for SAS Web Server

SAS Web Server supports TLS v1.3 starting with SAS 9.4M8 and TLS v1.2. Both TLS
v1.0 and TLS v1.1 are no longer supported by the SAS Web Server configuration.


http://documentation.sas.com/?docsetId=themedesignug&docsetVersion=5.1&docsetTarget=titlepage.htm&locale=en
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Enhancements to Configuring SAS Environment
Manager for HTTPS

SAS Environment Manager requires less manual configuration for HTTPS. For more
information, see “Configure SAS Environment Manager for HTTPS Starting with SAS
9.4M5” on page 326.

Upgrade to the Apache Tomcat Version

The version of SAS Web Application Server used in the SAS 9.4M5 middle-tier
environment has been upgraded. It is now based on Apache Tomcat version 8.5.13.

Starting with the February 15, 2022 release of SAS 9.4M7, the SAS Web Application
Server is based on Apache Tomcat 9.0.55.

Support to Preserve Your TLS Customizations

Starting with SAS 9.4M4, you do not have to revert manual changes made to the
following servers before upgrading or applying maintenance:

*  SAS Web Server
* SAS Web Application Server
* SAS Environment Manager

For more information, see “Preserve TLS and Existing Customer Reverse Proxy
Customizations” on page 337.

Support to Preserve Your Existing Reverse Proxy
Customizations

Starting with SAS 9.4M4, manual updates made for the existing reverse proxy are
preserved.

For more information, see “Preserve TLS and Existing Customer Reverse Proxy
Customizations” on page 337.
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Documentation Enhancements

In SAS 9.4M4, information has been moved from the SAS 9.4 Intelligence Platform:
Installation and Configuration Guide, Second Edition to this document. The new
sections are:

*  “Configure SAS Environment Manager for HTTPS” on page 321
* Appendix 3, “Validate the Secured Middle-Tier Environment,” on page 421

Supported Version of OpenSSL

In SAS 9.4M4, the OpenSSL libraries provided by SAS have been updated. For SAS 9.4
and all maintenance releases of SAS 9.4, updated versions of OpenSSL for UNIX and
z/OS are provided and updated through hot fixes. See the SAS Security Bulletin on
OpenSSL for the most current information about the versions of OpenSSL used in SAS
products and about the advisories under consideration.

For a quick reference of the OpenSSL version supported for each version of SAS
Foundation, see Mapping Between SAS Version and OpenSSL Version.

Note: On Windows deployments, SAS uses the code delivered with Windows for TLS.
On UNIX and z/OS deployments, SAS redistributes a copy of OpenSSL.

Upgrades to Middle-Tier Components and
Applications

The following upgrades have been made:

» Javaupgrade on all platforms to enable the enforcement of using TLSv1.2 and
TLSv1.3

» JMS Broker upgrade to version 5.12.2 on all platforms to fix Java deserialization and
several other security issues

* SAS Web Server upgrade to version 5.5.2, which includes a newer version of
OpenSSL and an updated mod_proxy_connect module that supports SAS IOM SSL
communication


http://support.sas.com/security/openssl-security-advisories.html
http://support.sas.com/security/openssl-security-advisories.html
http://support.sas.com/documentation/onlinedoc/secure/openssl/SAStoOpenSSLVersionTable.pdf
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Support for Enabling Auditing of Internal
Accounts

Beginning in SAS 9.4M3, you can enable auditing support for the following accounts by
updating the -Dspring.profiles.active JVM option:

» creating internal accounts

» updating internal account settings

* deleting internal accounts

» setting passwords for internal accounts

» changing passwords for internal accounts

For more information, see “Enable Auditing for Internal Accounts” on page 83.

Support for Forcing Users to Log Off

Starting with SAS 9.4M3, an administrator can close a session, effectively causing a
user's logoff from a SAS web application, using the SAS Web Administration Console.

For more information, see “Force Users to Log Off” on page 89.

Support for Enabling Audit Profiles

Starting withSAS 9.4M3, you can enable Spring audit profiles by updating the -
Dspring.profiles.active JVM option.

For more information, see “Enable Audit Profiles” on page 84.

Support for Management of the Trusted CA
Bundie

Starting with SAS 9.4M3 are security improvements that provide additional controls and
setup for TLS encryption, and simplify TLS support. The SAS Deployment Manager can
be used to automate the process of updating the list of trusted CA certificates, known as
the trusted CA bundle. At installation, a list of trusted CA certificates that are distributed
by Mozilla is installed and SAS products are automatically configured to use this. You
can then use the SAS Deployment Manager to add your own trusted certificates to this
list.

For more information, see “Configure Middle-Tier Services for SAS 9.4M3” on page
291.
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Security Support for SAS Web Applications

Beginning in SAS 9.4M3 is added security for SAS web applications. In scenarios where
applications are using the SAS middle tier as a proxy for accessing external URLSs,
additional security has been added through an allowlist, or security filter, of allowed
sites. You can also allowlist certain HTTP request methods.

SAS web applications that require external access to URLs must also have an allowlist
of URLSs that can be accessed.

For additional information, see:

*  “Allowlist of Websites and Methods Allowed to Link to SAS Web Applications” on
page 359

*  “Configure the Cross Domain Proxy Servlet Through an Allowlist” on page 364

*  “Enable Support for Forward Proxy Authentication” on page 365

Reduction in the Start-Up Time of SAS Web
Application Server

Starting with SAS 9.4M3, SAS has made changes that are expected to result in a 40% to
50% improvement (decrease) in start-up time for SAS Web Application Server. No
configuration changes are needed after applying the maintenance release. You should
automatically see the improvements when you restart the application server. For more
information, see http://support.sas.com/resources/papers/proceedings15/
SAS1904-2015.pdf.

Note: The improvement in start-up time varies based on the specific hosting
environment, including but not limited to the operating system and hardware of the
server where SAS Web Application Server is installed.

Support for Guest Access

Beginning in the May 2015 release for SAS 9.4, guest access is available through SAS
Logon Manager for software clients that specifically allow guest logons. An optional
feature, guest access provides anonymous access to a subset of resources and
functionality in some SAS web applications.

For more information, see “Configure Guest Access” on page 127.


http://support.sas.com/resources/papers/proceedings15/SAS1904-2015.pdf
http://support.sas.com/resources/papers/proceedings15/SAS1904-2015.pdf
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Updates to SAS Information Retrieval Studio for
TLS

Starting with the October 2014 release for SAS 9.4, TLS is supported for search by SAS
Information Retrieval Studio. To configure TLS for previous releases, manual updates
must be made to the SAS-configuration-directory\Levn\Web
\Applications\SearchInterfacetoSASContent\url list.txt file.

For more information, see “Configure for TLS” on page 186.

Enhancements for SAS Content Server

Beginning in SAS 9.4M2, SAS Content Server enables you to prevent certain file
extensions and MIME types from being uploaded. This is done by specifying the
extensions and types in the config.xml file. By default, any file type can be uploaded to
the SAS Content Server. By disallowing certain attachment types from being uploaded,
you can ensure that a file extension matches its contents and provide file scanning
capabilities.

Also, starting with SAS 9.4M2, you can manually configure a file or database data store
for SAS Content Server. The data store enables you to store large files or databases. The
benefits of using data stores over traditional storage methods include elimination of
redundant files and reduced temporary file overhead.

For more information, see Chapter 10, “Administer the SAS Content Server,” on page
137.

Enhancements for Managing Devices

Starting with SAS 9.4M2, SAS Mobile BI 7.1 has a new user interface. The new
interface does not include a banner. For this reason, support for the configuration
properties that customize the banner in the native mobile viewers is discontinued in SAS
Mobile BI 7.1.

For more information, see Chapter 14, “Manage Devices,” on page 191.

Support for Customizing Web Application
Content

Beginning in SAS 9.4M1 is the ability to add custom content to a SAS web application.
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Enhancements for Managing Devices

Starting with SAS 9.4M1 is added functionality for managing mobile devices that use
SAS Mobile BI. Devices are managed either by inclusion or exclusion.

For more information, see Chapter 14, “Manage Devices,” on page 191.

Support for TLS with Client Certificate
Authentication

Beginning in SAS 9.4M1, Transport Layer Security (TLS) configuration allows clients
to authenticate with the SAS middle tier using a client certificate that is installed in their
web browser. When a client certificate is used for authentication and installed in a web
browser, you are not required to provide a user name and password to log on. There are
two possible configurations: TLS for SAS Web Server and SAS Web Application Server
and TLS for a stand-alone SAS Web Application Server.

For more information, see “Support for TLS with Client Certificate Authentication” on
page 290.

Enhancements to SAS Logon Manager

In SAS 9.4M1, SAS Logon Manager enables you to customize the behavior of the Sign
Out button, in order to integrate with various security scenarios.

For more information, see Chapter 9, “Administer SAS Logon Manager,” on page 115.

SAS Web Server and SAS Web Application Server

The initial SAS 9.4 middle-tier software includes SAS Web Server for use as an HTTP
server and SAS Web Application Server. SAS Web Application Server is a lightweight
server that provides enterprise-class features for running SAS web applications. Both
products can be installed and configured automatically with the SAS Deployment
Wizard.

For more information about SAS Web Server, see Chapter 3, “Administer SAS Web
Server,” on page 35.

For more information about SAS Web Application Server, see Chapter 4, “Administer
SAS Web Application Server,” on page 41.
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Enhancements to Support SAS Web Application
Server Clustering

The initial SAS 9.4 release includes enhancements to the SAS Deployment Wizard to
simplify SAS Web Application Server clustering. In previous releases, the following
steps required manual configuration, but are performed automatically in this release:

* install a Java environment and web application server software
» create repository configuration files for each instance of SAS Content Server
» configure a load-balancing HTTP server

With the enhancements, you can easily configure vertical cluster members (additional
server instances on the same machine) and horizontal cluster members (install and
configure servers on additional machines).

Combining vertical and horizontal clustering is also supported and can be configured
easily.

Note: There are SAS applications that do not support middle-tier clustering. As a result,
those applications run on the primary node in the cluster. If the primary node is not
available, then the application is not available (even if other SAS applications are
available on other nodes in the cluster). For a list of SAS applications that do not
support clustering, see Exceptions to the Middle-Tier Clustering Support in the SA4S
Guide to Software Updates and Product Changes.

SAS Environment Manager

SAS Environment Manager provides a number of systems and application management
features for managing the SAS servers in your deployment. An agent is installed on each
machine in the deployment. The agent collects metrics from the server processes and
operating system running on the machine and sends them to the SAS Environment
Manager server.

Both the agents and the server can be installed and configured automatically with the
SAS Deployment Wizard.

SAS Web Infrastructure Platform Data Server

Starting with the initial SAS 9.4 release, SAS Web Infrastructure Platform Data Server is
included, which replaces the SAS Framework Data Server that was used in SAS 9.3. The
data server provides a transactional store for SAS middle-tier software.

The server can be installed and configured automatically with the SAS Deployment
Wizard. The server is based on PostgreSQL. SAS configures a single-server instance,
and SAS Web Application Server instances are configured with JDBC data sources that
access the server. SAS Environment Manager also stores transactional information in the
server.


http://support.sas.com/documentation/cdl/en/whatsdiff/66129/HTML/default/viewer.htm#n1roydrale7528n14alj43gi257f.htm

Support for Web Application Archive Files XiX

For more information, see “SAS Web Infrastructure Platform Data Server” on page 22.

Enhancements to SAS Logon Manager

In previous releases, the SAS Logon Manager enabled administrators to deny concurrent
logons. Starting with the initial SAS 9.4 release, this feature is enhanced to offer the
ability to log off from the existing session. This setting enables users to access the
applications that they need, and administrators are assured that only one session is active
at a time.

For SAS 9.4, SAS Logon Manager uses the Central Authentication Service (CAS) that is
available from Jasig. This change enables single sign-on so that users can access
multiple SAS web applications seamlessly.

For more information, see Chapter 9, “Administer SAS Logon Manager,” on page 115.

Enhancements for SAS Content Server

SAS Content Server is a web application that provides WebDAV features for your SAS
deployment. Starting with the initial SAS 9.4 release is an update for SAS Content
Server to provide JCR 2.0 features.

By default, the SAS Content Server is also enhanced to use the SAS Web Infrastructure
Platform Data Server for storage. In previous releases, this was an option during the
installation process. Using the database for storage simplifies using SAS Content Server
in a web application server cluster because there is no longer any need for repository
reconfiguration.

For more information, see Chapter 10, “Administer the SAS Content Server,” on page
137.

Support for Web Application Archive Files

Starting with the initial SAS 9.4 release, the web applications are managed as EAR files,
but they are deployed as web application archive (WAR) files. In previous SAS releases,
the SAS web applications were managed and deployed as enterprise web application
archive (EAR) files.
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Accessibility

For information about the accessibility of any of the products mentioned in this
document, see the usage documentation for that product.
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Understand the Middle-Tier Environment

The middle tier of the SAS Intelligence Platform enables users to access intelligence
data and functionality with a web browser. This tier provides web-based interfaces for
report creation and information distribution, while passing analysis and processing
requests to the SAS servers.

The middle tier of the SAS Intelligence Platform provides an environment for running
applications such as SAS Web Report Studio and SAS Information Delivery Portal.
These applications run in a web application server and have a graphical user interface
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that users navigate with a web browser. These applications rely on servers on the SAS
server tier to perform SAS processing, including data query and analysis.

The following figure shows how the middle tier interacts with the other tiers of the SAS
Intelligence Platform. For a description of these components, see SAS Intelligence
Platform: Overview.

Figure 1.1 Architecture of the SAS Intelligence Platform
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The middle tier includes the following software elements:
* SAS Web Server and SAS Web Application Server.
» aJava Runtime Environment (JRE).

* SAS web applications, which can include SAS Web Report Studio, the SAS
Information Delivery Portal, the SAS BI Dashboard, and other SAS products and
solutions.

» the SAS Web Infrastructure Platform, which includes the SAS Content Server and
other infrastructure applications and services.

» the JMS Broker, which is used to provide distributed communication with Java
Messaging Services. Some SAS web applications use queues and topics for business
logic.

» the Cache Locator, which is used by SAS web applications to locate and connect to a
distributed cache. The SAS web applications use the cache to maintain awareness of
user sessions and to share application data.

* SAS Environment Manager, which is used to monitor and manage the server tier and
middle tier of the SAS deployment.

The SAS Intelligence Platform architecture provides the flexibility to distribute these
components according to your organization's requirements. For small implementations,
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the middle-tier software, SAS Metadata Server, and other SAS servers, such as the SAS
Workspace Server and SAS Stored Process Server, can all run on the same machine. In
contrast, a large enterprise might have multiple servers and a metadata repository that are
distributed across multiple platforms. The middle tier in such an enterprise might
distribute the web applications to many web application server instances on multiple
machines.

Middle-Tier Software Components

SAS Web Server

SAS Web Server is included with SAS 9.4 software. It is an HTTP server that is
configured as a single connection point for SAS web applications. When the SAS middle
tier is clustered, SAS Web Server is automatically configured to perform load balancing.

HTTPS is also supported and can be configured during initial installation and
configuration of SAS Web Server. Alternatively, SAS Web Server can be reconfigured
after the initial deployment to support HTTPS.

SAS Web Application Server

SAS Web Application Server is provided with SAS 9.4 software. It provides the
execution environment for the SAS web applications. The SAS Deployment Wizard can
automatically configure the web application server, or you can configure it manually.
SAS Web Application Server can also be manually configured to support HTTPS.

The following applications and services run in the web application server environment:
» applications and services that are part of the SAS Web Infrastructure Platform

* the SAS Web Report Studio, SAS Information Delivery Portal, SAS BI Dashboard,
and SAS Help Viewer for the web applications

Depending on which products and solutions you have purchased, your site might have
additional web applications.

Java Runtime Environment

JMS Broker

The SAS middle-tier environment includes a Java Runtime Environment that is included
with SAS 9.4 software. You do not need to install a separate Java environment for the
middle-tier environment.

SAS delivers regular updates for the Java environment. See http://support.sas.com/
security/alerts.html.

A JMS Broker instance is configured as a server on the machine that is used for the SAS
middle tier. This software fully implements the Java Message Service 1.1 specification
and acts as a message broker. It provides advanced features such as clustering, multiple
message stores, and the ability to use file systems, and databases as a JMS persistence
provider.


http://support.sas.com/security/alerts.html
http://support.sas.com/security/alerts.html
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Cache Locator

SAS Web Application Server uses the distributed data cache. SAS uses the cache as a
peer-to-peer cache. In order for the instances of SAS Web Application Server to join as
members of the cache, the Cache Locator is used. The locator provides the mechanism
for peer discovery. The locator is used by instances of SAS Web Application Server and
the SAS Web Infrastructure Platform Scheduling Services.

SAS Environment Manager

The SAS middle-tier environment includes SAS Environment Manager. This software
includes an agent process that is installed on each server-tier and middle-tier machine in
the deployment. Each agent gathers performance metrics and transfers the data to a
server process that runs on a middle-tier machine. The server process includes a web
application server that provides a web-based administrative interface. Administrators use
a web browser to monitor and manage numerous components in the SAS environment.

SAS Web Infrastructure Platform

The SAS Web Infrastructure Platform is a collection of services and applications that
provide common infrastructure and integration features for the SAS web applications.

Services and Applications in the SAS Web Infrastructure Platform

Services and applications in the Web Infrastructure Platform provide the following
benefits:

» consistent installation, configuration, and administration tasks for web applications
» consistent user interactions with web applications, such as logon
* integration among web applications as a result of sharing common resources

The following services and applications are included in the SAS Web Infrastructure
Platform:

Table 1.1 Services and Applications in the SAS Web Infrastructure Platform

Application or Service Features

SAS Authorization Service This service is used by some SAS web applications that
manage authorization through web services.

SAS BI Web Services for Java  Can be used to enable your custom applications to invoke
and obtain metadata about SAS Stored Processes. Web
services enable distributed applications that are written in
different programming languages and that run on different
operating systems to communicate using standard web-based
protocols. Simple Object Access Protocol (SOAP) is a
common protocol. SAS includes support for JSON and
REST as well.

The SAS BI Web Services for Java interface is based on the
XML For Analysis (XMLA) Version 1.1 specification.



Application or Service

SAS Content Server

SAS Deployment Backup and
Recovery Tool

SAS Identity Services

SAS Logon Manager

SAS Preferences Manager

SAS Principal Services

SAS Shared Web Assets

SAS Web Infrastructure Platform

Features

Stores digital content (such as documents, reports, and
images) that can be created and used by the SAS web
applications.

Enables deployment-wide backup and recovery services. For
more information, see SAS Intelligence Platform: System
Administration Guide.

Provides SAS web applications with access to user identity
information.

Provides a common user authentication mechanism for SAS
web applications. It displays a dialog box for user ID and
password entry, authenticates the user, and launches the
requested application. SAS Logon Manager supports a single
sign-on authentication model. When this model is enabled, it
provides access to a variety of computing resources
(including servers and web pages) during the application
session without repeatedly prompting the user for
credentials.

You can configure SAS Logon Manager to display custom
messages and to specify whether a logon dialog box is
displayed when users log off.

Provides a common mechanism for managing preferences for
SAS web applications. The application enables
administrators to set default preferences for locale, theme,
alert notification, time, date, and currency. In the SAS
Information Delivery Portal, users can view the default
settings and update their individual preferences.

Enables access to core platform web services for SAS
applications.

Contains graph applet JAR files that are shared across SAS
web applications. They display graphs in stored processes
and in the SAS Stored Process Web Application.

7
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Application or Service

SAS Stored Process Web
Application

SAS Notification Template
Editor

SAS Web Administration
Console

SAS Web Infrastructure
Platform Permission Manager

Features

Provides a mechanism for web clients to run SAS Stored
Processes and return the results to a web browser. The SAS
Stored Process Web Application is similar to the
SAS/IntrNet Application Broker, and has similar syntax and
debug options. Web applications can be implemented using
the SAS Stored Process Web Application, the Stored Process
Service API, or a combination of both. Here is how the SAS
Stored Process Web Application processes a request:

1. A user enters information in an HTML form using a web
browser and then submits it. The information is sent to a
web server, which invokes the first component, the SAS
Stored Process Web Application.

2. The Stored Process Web Application accepts data from
the web server, and contacts the SAS Metadata Server
for retrieval of stored process information.

3. The stored process data is then sent by the Stored
Process Web Application to a stored process server via
the object spawner.

4. The stored process server invokes a SAS program that
processes the information.

5. The results of the SAS program are sent back through
the web application and web server to the web browser.

Enables administrators to create and edit messages that are
sent as notifications to end users of SAS applications.

Provides features for monitoring and administering middle-
tier components. This browser-based interface enables
administrators to perform the following tasks:

*  Monitor users who are logged on to SAS web
applications, and send email to them.

* View user-level audit information such as the number of
users, successful logons, unsuccessful logons, and find
the time of a user’s last logon.

* Manage permissions for folders and documents that are
managed by SAS Content Services.

* Manage templates and letterheads that are used as part of
messages that are sent as notifications to end users of
SAS applications.

* View configuration information for each middle-tier
component.

Enables administrators to set web-layer permissions on
folders and documents for SAS applications that use SAS
Content Services for access to digital content. You can access
the permissions manager with the SAS Web Administration
Console.
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Application or Service Features
SAS Web Infrastructure Provides a common infrastructure for SAS web applications.
Platform Services The infrastructure supports activities such as auditing,

authentication, configuration, status and monitoring, email,
theme management, and data sharing across SAS web
applications.

SAS Workflow Provides the web services that implement workflow
management. The SAS Workflow services are used by SAS
applications and solutions for tightly integrated workflow
management.

In the middle tier, the SAS Web Infrastructure Platform plays a critical role with a
collection of middle-tier services and applications that provide basic integration services.

In the web application server, two sets of services are available to all SAS web
applications:

* SAS Foundation Services

* SAS Web Infrastructure Platform Services

SAS Foundation Services

The SAS Foundation Services is a set of core infrastructure services that enables Java
programmers to write distributed applications that are integrated with SAS. This suite of
Java application programming interfaces provides core middleware infrastructure
services. These services include the following:

+ client connections to SAS 9.4 Application Servers
* dynamic service discovery

* user authentication

» profile management

* session management

+ activity logging

* metadata and content repository access

* connection management

*  WebDAV service

Extension services for information publishing, event management, and SAS Stored
Process execution are also provided. All of the SAS web applications that are described
in this document use the SAS Java Platform Services. If you have correctly installed and
configured the web applications, the platform services are defined in your SAS metadata
repository.

You can verify this metadata in the SAS Management Console. Depending on the web
applications that were installed, the SAS Portal Local Services (used by the SAS
Information Delivery Portal) are displayed in the SAS Management Console.

In addition, other applications and portlets might have deployment of their own local
services.
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SAS Web Infrastructure Platform Services

SAS Workflow

The SAS Web Infrastructure Platform Services provide common infrastructure and
integration features that can be shared by any SAS application. Here is a description of
the features:

Audit provides a single, common auditing capability.

Authentication is a common method for authenticating middle-tier applications. A
corresponding web service provides connectivity based on WS security standards for
web service clients.

Configuration is a standard way to define, store, and retrieve configuration
information for SAS applications.

Directives provide application integration so that SAS applications can share
intelligence and data. Applications can link to one another without requiring specific
information about a particular deployment location.

Mail is a single, common mechanism for Simple Mail Transfer Protocol (SMTP)-
based mail.

Status and monitoring is a collective set of services providing information about the
configured or functioning system.

Comment service enables users to add comments, with or without an attachment.
This feature enables the capture of human intelligence and supports collaborative
decision making related to business data.

Alerts service enables users to register to receive time-sensitive, action-oriented
messages when a specified combination of events and conditions occurs. Alerts can
be sent to the user's email address or displayed in the SAS Information Delivery
Portal.

Themes provide access to theme definitions for presentation assets used in web
applications.

SAS Workflow Services enable applications to interact with business processes that
run in the SAS Workflow Engine.

Registry provides access to services for desktop clients; a client needs to know only
a single endpoint to determine other required locations.

SAS Workflow provides services that work together to model, automate, integrate, and
streamline business processes. It provides a platform for more efficient and productive
business solutions. SAS Workflow is used by SAS solutions that benefit from business
process management.

SAS Workflow Studio is a desktop client application that is used to design and deploy
workflows. The SAS middle tier hosts the workflow engine and the workflow services.

SAS Content Server

The SAS Content Server is part of the SAS Web Infrastructure Platform. This server
stores digital content (such as documents, reports, and images) that is created and used



SAS Web Applications 11

by SAS web applications. For example, the SAS Content Server stores report definitions
that are created by users of SAS Web Report Studio, as well as images and other
elements that are used in reports. A process called content mapping ensures that report
content is stored using the same folder names, folder hierarchy, and permissions that the
SAS Metadata Server uses to store corresponding report metadata.

In addition, the SAS Content Server stores documents and other files that are to be
displayed in the SAS Information Delivery Portal or in SAS solutions.

To interact with the SAS Content Server, client applications use Web Distributed
Authoring and Versioning (WebDAV) based protocols for access, versioning,
collaboration, security, and searching. Administrative users can use the browser-based
SAS Web Administration Console to create, delete, and manage permissions for folders
on the SAS Content Server. Administrative users can also search the SAS Content
Server by using industry-standard query syntax, including XML Path Language (XPath)
and DAV Searching and Locating (DASL).

SAS Web Applications

SAS Studio

The SAS web applications described in this section have user interfaces that are used by
people other than administrators. These applications require a web browser on each
client machine and run in an instance of SAS Web Application Server that is installed on
a middle-tier machine. These applications communicate with the user by sending data to
and receiving data from the user's web browser. For example, these applications display
a user interface by sending HTML that includes HTML forms, Java Applets, or Adobe
Flash content. The user can interact and submit input to the application by sending an
HTTP response, usually by clicking a link or submitting an HTML form.

SAS Studio is a development application for SAS that you access through your web
browser. With SAS Studio, you can access your data files, libraries, and existing
programs, and you can write new programs. You can also use the predefined tasks in
SAS Studio to generate SAS code.

For more information, see A Guide to the SAS Studio Documentation and Programming
Documentation for SAS and SAS Viya.

SAS Web Report Studio

SAS Web Report Studio is a web application that anyone can use to view, interact with,
create, and distribute public and private reports. Reports can be scheduled to run
unattended on a recurring basis and then distributed using email. SAS Web Report
Studio requires the SAS BI Report Services (which includes the report output generation
tool) and the SAS BI Report Services Configuration (which creates libraries used by the
SAS Web Report Studio).

SAS Information Delivery Portal

The SAS Information Delivery Portal is a web application that enables you to aggregate
data from a variety of sources and present the data in a web browser. The web browser
content might include the output of SAS Stored Processes, links to web addresses,
documents, syndicated content from information providers, SAS Information Maps, SAS


http://documentation.sas.com/?docsetId=sasstudioov&docsetVersion=5.2&docsetTarget=titlepage.htm&locale=en
http://documentation.sas.com/?docsetId=sasstudioov&docsetVersion=5.2&docsetTarget=titlepage.htm&locale=en

12 Chapter1 -

Work in the Middle-Tier Environment

reports, and web applications. The portal also provides a secure environment for sharing
information with users.

Using the portal, you can distribute different types of content and applications as
appropriate to internal users, external customers, vendors, and partners. You can use the
portal along with the Publishing Framework to perform the following tasks:

» Publish content to SAS publication channels or WebDAYV repositories
* Subscribe to publication channels
* View packages published to channels

The portal's personalization features enable users to organize information about their
desktops in a way that makes sense to them.

For more information, see the SAS Information Delivery Portal Help, which is available
from within the product.

SAS Bl Dashboard

SAS Bl Portlets

SAS BI Dashboard enables users to create, maintain, and view dashboards to monitor
key performance indicators that convey how well an organization is performing. SAS BI
Dashboard includes an easy-to-use, drag and drop interface for creating dashboards that
include graphics, text, colors, and hyperlinks. The application leverages Flash in the
Rich Internet Application (RIA) architecture.

The Dashboard Viewer enables users to complete the following tasks:

» Interact with data through interactive highlighting

*  Quickly get to a subset of data through prompts and filters

Dashboards can link to the following:

* SAS reports and analytical results

* Scorecards and objects associated with solutions such as SAS Strategy Management
» Stored Processes

» Indicators

* Virtually any item that is addressable by a Uniform Resource Identifier (URI)

With the ability to save favorite dashboards and add comments, users can collaborate
and easily access dashboards with customized information. All content is displayed in a
role-based, secure, customizable, and extensible environment.

The SAS BI Portlets are based on JSR 168 and are available with SAS Enterprise
Business Intelligence Server. These portlets are seamlessly integrated into the SAS
Information Delivery Portal. SAS BI Portlets enable users to access, view, or work with
content items that reside in either the SAS Metadata Server or the SAS Content Server.

SAS Help Viewer for the Web

Your installation can include the SAS Help Viewer for the Web. This application enables
users to view and navigate SAS online Help in the various SAS web applications. This
application combines the Help viewer with the Help content for various SAS web
applications and creates a WAR file that is deployed on the web application server. Users



Middle-Tier Logs and Log Locations 13

access the Help contents for each application through the Help menu that is provided
with each SAS web application.

The application also provides an administrative interface that is used to view the status
of the documentation products. Administrators can use this interface to determine
whether the documentation products were installed correctly, or whether there was a
configuration problem. The administration interface is available from http://
hostname.example.com/SASWebDoc.

Start the Web Applications

To start the web applications, follow these steps:

1. Start the SAS servers and services in the correct order. For more information about
the sequence, see “Overview of Server Operation” in SAS Intelligence Platform:
System Administration Guide.

2. Start a browser session and point the browser to the web application that you want to
access. For the correct URL, see the Instructions.html document, which
resides in the Documents subdirectory of your configuration directory. The exact
URL varies depending on the host name and port number that was defined for your
environment.

Middle-Tier Logs and Log Locations

The following table lists the log locations for the middle-tier web applications and
servers:

Table 1.2 Logs and Log Locations for Applications and Servers

Application or Server Log Location

Cache Locator SAS-configuration-directory\Levn
\Web\gemfire\instances\ins port-
number\gemfire.log file

Starting in SAS 9.4M8 sAas-
configuration-directory\Levn\Web
\geode\instances\ins port-number
\gemfire.log

JMS Broker SAS-configuration-directory\Levn
\Web\activemg\data\activemq. log
file

SAS Environment Manager Agent SAS-configuration-directory\Levn

\Web\SASEnvironmentManager\agent-
version-EE\log directory

SAS-configuration-directory\Levn
\Web\SASEnvironmentManager\agent-
version-EE\log\agent.log
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Application or Server

SAS Environment Manager Server

SAS Web Application Server

SAS web applications

SAS Web Infrastructure Platform Data Server

SAS Web Server

Log Location

SAS-configuration-directory\Levn
\Web\SASEnvironmentManager
\server-version-EE\logs directory

SAS-configuration-directory\Levn
\Web\SASEnvironmentManager
\server-version-EE\logs
\server.log

SAS-configuration-directory\Levn
\Web\SASEnvironmentManager
\server-version-EE\logs
\bootstrap.log

SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m
\logs directory

SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m
\logs\server.log

SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m
\logs\catalina.out (for UNIX systems)

SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m
\logs\gemfire.log

SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m
\logs
\localhost access log.date.txt

SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m
\logs\wrapper. log (for Windows
systems)

SAS-configuration-directory\Levn
\Web\Logs\SASServern mdirectory

SAS-configuration-directory\Levn
\WebInfrastructurePlatformDataSer
ver\Logs directory

Note: In a multi-machine deployment, the
default log location is on the server tier.

SAS-configuration-directory\Levn
\Web\WebServer\logs directory

SAS-configuration-directory\Levn
\Web\WebServer\logs\access.log

SAS-configuration-directory\Levn
\Web\WebServer\logs\error.log

SAS-configuration-directory\Levn
\Web\WebServer\logs
\ssl request.log (if using SSL)
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For additional information about SAS Web Application Server logging, see “Administer
Logging for SAS Web Application Server” on page 47.

For additional information about specific web application logs, see SAS Intelligence
Platform: Web Application Administration Guide.

For information about SAS server logging, see “The SAS Logging Facility” in SAS
Logging: Configuration and Programming Reference.


http://documentation.sas.com/?docsetId=biwaag&docsetVersion=9.4&docsetTarget=titlepage.htm&locale=en
http://documentation.sas.com/?docsetId=biwaag&docsetVersion=9.4&docsetTarget=titlepage.htm&locale=en
http://documentation.sas.com/?docsetId=logug&docsetVersion=9.4&docsetTarget=p1ux9lxccgetcgn1hmkhm64m3ud0.htm&locale=en
http://documentation.sas.com/?docsetId=logug&docsetVersion=9.4&docsetTarget=p1ux9lxccgetcgn1hmkhm64m3ud0.htm&locale=en

16 Chapter 1 - Work in the Middle-Tier Environment



Chapter 2
Interact with the Server Tier

17

Configuration Shared between the Middle Tier and the Server Tier........... 17
SMTP Mail Server . . ... e 18
OVEIVIEW . o o ettt et e e e e e e e 18
Mail Properties . . . ..o oot e 18
Modify Java Mail Session Settings . . ..ot 18
Encode the SMTP Authentication Password . .. ........... ... ... . ... ...... 19
Configure SECUIILY . . ..o o vttt et e e e e 21
SAS Web Infrastructure Platform Data Server . . ........................... 22
OVEIVIEW & o ottt e e e e e e e e 22
Installation DireCtory . . .. ...ttt e e e 22
Databases . . . . oot 22
NetWork ACCESS . .ttt 23
Password Policy .. ... 23
Administer Logging forthe Server.......... ... ... ... .. . i i 24
PEAAMIN TOOL . . ... 24
Create a New Database . . ... ... i e 24
Database ROIES . . ... oot 25
Delete aDatabase . . .. ...t 25
Back UporRestoreaDatabase .. ............. ... oiiiiiiiininann... 25
JDBC Data SOUKCES . . ... ..ottt e 25
OVEIVIEW . o ottt et e e e e e 25
Connection Information for the JDBC Data Source ... ......... ..o ... 26
Job Execution Service . ... ... . ... 27

Configuration Shared between the Middle Tier
and the Server Tier

The web applications and services that form the SAS middle tier require specific
connections to servers that are associated with the server tier. You might want to modify

the connections and settings in the following ways:

» Change the connection to an SMTP mail server.

* Understand the use of the SAS Web Infrastructure Platform Data Server.

*  Modify the JDBC data source that provides a connection to a relational database.
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* Modify the Job Execution Services settings.

SMTP Mail Server

Overview

Mail Properties

The SAS Web Infrastructure Platform includes a SAS Mail Service. The mail service is
used by SAS web applications and services to send email messages such as alert
notifications and administrative status updates. The SAS Mail Service relies on a Java
Mail Session that is defined in SAS Web Application Server. The Java Mail Session
provides the single point of configuration to an external SMTP mail server that your site
designates to use for application email. Because the SAS Mail Service relies on this
single configuration location, if the SMTP mail server changes, you can modify the
appropriate settings in a single place.

The Java Mail Session depends on configuration information that defines the mail
transport capabilities. The SAS Mail Service requires that the following minimum set of
mail properties be specified:

mail.transport.protocol
This property must be set to smtp.

mail.smtp.host
This property must be set to the host name of the SMTP mail server.

mail.smtp.port
This property must be set to the corresponding port (typically 25 for SMTP servers).

mail.debug
This property is set to false. You can set the value to true for assistance with
debugging mail transactions.

Modify Java Mail Session Settings

In a standard installation of SAS middle-tier components, the configuration of the Java
Mail Session is typically automated using prompted values that are provided by the
installer. To modify the settings for the Java Mail Session (for example, if the host name
of the SMTP mail server changes), edit the SAS-configuration-directory\Levn
\Web\WebAppServer\SASServerl l\conf\server.xml file. If you have more
than one server instance, edit the server.xml file for each server. Change the following
line:

<Resource auth="Container"
mail.smtp.host="smtp.example.com"
mail.smtp.port="25"
name="sas/mail/Session"
type="javax.mail.Session"/>
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You can configure SMTP authentication by adding the following properties to the
Resource definition that is shown above:

Table 2.1 SMTP Authentication Properties

Property Name Property Value
mail.smtp.auth true
mail.smtp.user username
password password

Note: The password can be encoded. For
more information, see “Encode the SMTP
Authentication Password” on page 19.

Encode the SMTP Authentication Password

You can encrypt the password that was specified above instead of using plaintext.

SAS 9.4M2 and Previous Releases
To get an encrypted password string, from a command prompt navigate to the SASHOME
\SASWebApplicationServer\9.4 directory and run the following command:

On Windows:

java -cp tomcat-6.0.35.B.RELEASE\lib\tcServer.jar;tomcat-6.0.35.B.RELEASE\bin\
tomcat-juli.jar;tomcat-6.0.35.B.RELEASE\lib\tomcat-coyote.jar
com. springsource.tcserver.security.PropertyDecoder
-encode "tc-server-passphrase" password

On UNIX:

java -cp './tomcat-6.0.35.B.RELEASE/lib/tcServer.jar:./tomcat-6.0.35.B.RELEASE/bin/
tomcat-juli.jar:./tomcat-6.0.35.B.RELEASE/lib/tomcat-coyote.jar'
com. springsource.tcserver.security.PropertyDecoder
-encode 'tc-server-passphrase' password

Note: The tc-server-passphrase passphrase should match the value of the
com.springsource.tcserver.security. PropertyDecoder.passphrase property in the
catalina.properties file.

SAS 9.4M3 and SAS 9.4M4
1. Set TCHOME=SASHOME\SASWebApplicationServer\9.4 on Windows.
On UNIX:

TCHOME=SASHOME/SASWebApplicationServer/9.4; export TCHOME
2. Run the following command on Windows:

java -cp $TCHOME%\lib\com.springsource.org.bouncycastle.jce-1.46.0.jar;
$TCHOME%\tomcat-7.0.55.A.RELEASE\1ib\tcServer.jar; $TCHOMES\
tomcat-7.0.55.A.RELEASE\bin\tomcat-juli.jar; $TCHOMES\
tomcat-7.0.55.A.RELEASE\1lib\tomcat-coyote.jar



20 Chapter2 -+ Interact with the Server Tier

-Dcom. springsource.tcserver.security.PropertyDecoder.
decoder prefix=s2enc:// com.springsource.tcserver.security.PropertyDecoder
-encode "app-server-passphrase" password

On UNIX:

java -cp $TCHOME/lib/com.springsource.org.bouncycastle.jce-1.46.0.jar:
$TCHOME/tomcat-7.0.55.A.RELEASE/1lib/tcServer.jar: STCHOME/
tomcat-7.0.55.A.RELEASE/bin/tomcat-juli.jar: STCHOME/
tomcat-7.0.55.A.RELEASE/1lib/tomcat-coyote.jar
-Dcom. springsource.tcserver. security.PropertyDecoder.
decoder prefix=s2enc:// com.springsource.tcserver.security.PropertyDecoder
-encode 'app-server-passphrase' password

Note: The previous commands must be on one line. They are shown on more than
one line for display purposes only.

SAS 9.4M5 and SAS 9.4M6
1. Set TCHOME=SASHOME\SASWebApplicationServer\9.4 on Windows.
On UNIX:

TCHOME=SASHOME/SASWebApplicationServer/9.4; export TCHOME
2. Run the following command on Windows:

java -cp $TCHOME%\lib\tcServer3.jar:
$TCHOME%\bin\tomcat-juli.jar:$TCHOME%\lib\tomcat-util.jar

-Dcom. springsource.tcserver.security.PropertyDecoder.decoder prefix=s2enc://
-Dcatalina.home=%TCHOMES$ com.springsource.tcserver.security.PropertyDecoder
-encode "app-server-passphrase" password

On UNIX:

java -cp $TCHOME/lib/tcServer3.jar:

$TCHOME /bin/tomcat-juli.jar:STCHOME/lib/tomcat-util.jar

-Dcom. springsource.tcserver.security.PropertyDecoder.decoder prefix=s2enc://
-Dcatalina.home=$TCHOME com.springsource.tcserver.security.PropertyDecoder
-encode 'app-server-passphrase' password

Note: The previous commands must be on one line. They are shown on more than
one line for display purposes only.

3. Encode the password, instead of using plaintext, by running one of the following
commands:

On Windows:

"SASHOME\SASWebApplicationServer\9.4\tcruntime-admin.bat" encode
value-to-encrypt passphrase

On UNIX:

SASHOME/SASWebApplicationServer/9.4/tcruntime-admin.sh encode
value-to-encrypt passphrase

4. Add the encoded output as a variable in the SAS-configuration-directory

\Levn\Web\WebAppServer\SASServern m\conf\catalina.properties
file.

Starting with the SAS 9.4M7 February 15, 2022 Release
Note: When you update-in-place to SAS 9.4M7 (after February 15, 2022) these secret
passwords are not preserved and the following steps must be performed again.



SMTP Mail Server 21

With the move to Apache Tomcat in the February 15, 2022 release of SAS 9.4M7,
encrypting and encoding passwords is handled differently. A shell script, decoder.bat on
Windows, and decoder.sh on UNIX, is provided to encode and decode the password. To
run the shell script, you must first set two environment variables: JAVA HOME, and
CATALINA HOME:

export JAVA HOME=SAS-home-directory/SASHome/SASPrivateJavaRuntimeEnvironment/9.4/jre
export CATALINA HOME=SAS-home-directory/SASWebApplicationServer/9.4/apache-tomcat-9.0.65
Note: Any Java Runtime would work.

Once the above environment variables are set, navigate to the location of the decoder
script:

cd SAS-config-directory/Levn/Web/WebAppServer/SASServern m/bin

The decoder script encrypts a given value using a passphrase provided by the user. That
passphrase can be provided in one of two ways. It is either provided directly on the
command line by using the -pw option, for example: -pw passphrase. Or, it is provided
indirectly by specifying a file from which to read the passphrase by using the -pwf’
option, for example: -pwf passphrase file. The passphrase can be found in the SAS-
config-directory\Levn\Web\ WebAppServer\SASServern m\conf
\secure. file file.

You can use the --kelp option to see valid arguments for the script.
Below is an example of the command that uses a file from which to read the passphrase:
*  On Windows:

.\decoder.bat -encode -config sasmtr0l -pwf SAS-config-directory\Levn\Web)\
WebAppServer\SASServern m\conf\secure.file -v value-to-encrypt

On UNIX:

./decoder.sh -encode -config sasmtr0l -pwf SAS-config-directory/Levn/Web/
WebAppServer/SASServern m/conf/secure.file -v value-to-encrypt

Note: The command is displayed over multiple lines, but it should be entered on a
single line.

The scheme is enabled by two values in the catalina.properties file. The first is
unchanged from prior versions, but the second is different and needs to be updated after
an update to SAS 9.4M7.

The command is displayed over multiple lines, but should be entered on a single line.

com.sas.vfabrictcsvr.decoder.PropertyDecoder.passphrase.file=${catalina.base}
/conf/secure.file

org.apache.tomcat.util.digester.

PROPERTY SOURCE=com.sas.vfabrictcsvr.decoder.PropertyDecoder,
org.apache.tomcat.util.digester.EnvironmentPropertySource

Configure Security

You can configure Transport Layer Security (TLS) by adding

p— )

mail.smtp.ssl.enable="true" to the Resource definition.

If the mail server information, such as host name or port number, is changed, then it
must be changed in SAS metadata as well. To set the new values, follow these steps:

1. Log onto SAS Management Console and select Application Management =
Configuration Manager.
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2. Right-click SAS Application Infrastructure and select Properties.

3. Click Advanced, and then set the new values for Email.Host or Email.Port.

SAS Web Infrastructure Platform Data Server

Overview

SAS Web Infrastructure Platform Data Server is included in your deployment for use as
transactional storage by SAS middle-tier software and some SAS solutions software.
The server is configured specifically to support SAS software. Some of the settings are
provided in the next section.

The server is automatically configured by the SAS Deployment Wizard during
installation and configuration. By default, the SAS installer account is used to start the
server.

The databases that are managed by the server are backed up and restored with the
Backup and Recovery Deployment Tool. For information about the tool, see SAS
Intelligence Platform: System Administration Guide.

Installation Directory

The SAS Deployment Wizard installs and configures a server instance in the SAS-
configuration-directory
\Levl\WebInfrastructurePlatformDataServer directory. This path includes
the following script and directories:

webinfdsrve.bat
This script is used to start, stop, and determine the running status for the server. It
specifies the network port number and the path to the data directory. For UNIX
deployments, the script is named webinfdsrvc.sh and is configured to start the server
as the SAS installer account.

data
This directory contains server configuration files and the data files for the databases
that are managed by the server. SAS configures the server to store data in the UTF-8
character encoding. Do not modify the files in this directory without direction from
SAS Technical Support.

Logs
SAS configures the server to generate log files in this directory. Log files are rotated
automatically after they reach 10 MB.

The webinfdsvrc console.log file is generated during start-up. Look at this log first
if you have trouble starting the server.

Databases

In a SAS 9.4 Enterprise Business Intelligence deployment, the server is configured to
manage the following databases:
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Administration
This database contains configuration information for the modules that SAS develops
to extend the features of SAS Environment Manager.

EVManager
This database is used by SAS Environment Manager. The database contains
configuration and metric information for the machines and servers that SAS
Environment Manager manages in your deployment.

Shared Services
This database is used by the SAS web applications and middle-tier software. For
example, comments that are added through various web applications are stored in
this database. Digital content that is stored with SAS Content Server is also stored in
this database.

Note: You can choose to use a third-party vendor database server for this database
when you install and configure software with the SAS Deployment Wizard. This
database is identified as the SAS Web Infrastructure Platform Database on the
pages in the wizard.

transportsves_db
This database is used by SAS Visual Analytics Transport Service. The database
stores mobile logon history information, as well as the device’s denylist and allowlist
data that is maintained through SAS Visual Analytics Administrator. It is also used to
support caching within the Transport Service application.

If your deployment includes SAS solutions software that supports SAS Web
Infrastructure Platform Data Server, then more databases might be configured on the
Sserver.

Network Access

The server is configured to accept connections on all network interfaces and requires
password authentication. By default, SAS configures the server to use network port
number 9432. This network port number avoids conflicts with the default port (5432)
that other PostgreSQL servers might use.

SAS Web Application Server instances are configured with JDBC Data Sources that
reference the Shared Services database and the Administration database. SAS
Environment Manager is configured for access to the EVManager and to the
Administration database.

Password Policy

The user name and password for the SAS Web Infrastructure Platform Data Server
administrator are specified during installation, using the SAS Deployment Wizard. The
password can be updated using the SAS Deployment Manager. Passwords for the SAS
Web Infrastructure Platform Data Server are subject to the following guidelines:

1. The password must be at least six characters long.

2. The password can contain a mix of alphanumeric characters, mixed case characters,
and most special characters.

3. The password cannot contain the following:
+ single quotation mark ()
* double quotation mark ()

 dollar sign ($)
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* exclamation point (!)

4. The password cannot include any trailing spaces. Leading spaces are allowed and
blank spaces among the characters are allowed.

5. The updatePasswords task for the SAS Web Infrastructure Platform Data Server
does not support SAS003, SAS004, or SAS005 passwords. If an encrypted password
is to be used for this task, only SAS001 and SAS002 encrypted passwords can be
used.

Administer Logging for the Server

pPgAdmin Tool

To administer logging for SAS Web Infrastructure Platform Data Server, follow these
steps:

1. Stop SAS Web Infrastructure Platform Data Server.

2. Edit the SAS-configuration-directory
\Levl\WebInfrastructurePlatformDataServer\data
\postgresql.conf file to set or change logging parameters. For more
information about PostgreSQL logging, see http://www.postgresql.org/docs/
manuals/.

Note: 1If more than one instance is defined in SAS Web Infrastructure Platform Data
Server, you must change the logging parameters for each instance. Each instance
has a separate postgresql.conf file.

3. Restart SAS Web Infrastructure Platform Data Server.

For information about stopping and restarting the server, depending on your operating
system, see “Methods for Operating Servers” in SAS Intelligence Platform: System
Administration Guide.

The pgAdmin tool is a PostgreSQL database design and management system tool. The
pgAdmin tool provides a graphical user interface that is available on Windows systems
and enables you to administer the SAS Web Infrastructure Platform Data Server.

You can use the version of the pgAdmin tool that is recommended to work with the
version of PostgreSQL that is deployed with your SAS 9.4 software. Starting with SAS
9.4M8, SAS Web Infrastructure Platform Data Server is based on PostgreSQL 14.
(Previous SAS 9.4 maintenance releases included PostgreSQL versions 9.1, 9.4, 9.5, and
12.) You can download the PgAdmin tool from https://www.pgadmin.org/download/.

Create a New Database

When creating a SAS Web Infrastructure Platform Data Server database, you receive an
UTF-8 encoded copy of the template database with the large object extension enabled.
When you create the administrator user, the user has all of the privileges that are granted
to the database.

To create a database, run the following command:

createdb name


http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/manuals/
https://www.pgadmin.org/download/
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For more information about how to create a database using a shell program, see http://
www.postgresql.org/docs/manuals/. Navigate to PostgreSQL Client Applications =
createdb.

There are usually two roles that are created when a database is created. The first is a
login role (the administrator user). This role is usually specified during installation,
using the SAS Deployment Wizard. When the database is deleted, this role should also
be deleted. The second role that is created is a group role named database name_admin.
This role should also be deleted when the database is deleted.

To delete a database role, run the following command:
dropuser name

For more information about how to delete a role using a shell program, see http://
www.postgresql.org/docs/manuals/. Navigate to PostgreSQL Client Applications =
dropuser.

Delete a Database

You should delete a database when the following conditions occur:
*  You are instructed to do so during configuration.
» The database is no longer needed after removing a SAS product's configuration.
To delete a database, run the following command:
dropdb name

For more information about how to delete a database using a shell program, see http://
www.postgresql.org/docs/manuals/. Navigate to PostgreSQL Client Applications =
dropdb.

Back Up or Restore a Database

You can use the Deployment Backup and Recovery Tool to back up and restore your
SAS Web Infrastructure Platform Data Server database. For more information, see
“Using the Deployment Backup and Recovery Tool” in SAS Intelligence Platform:
System Administration Guide.

JDBC Data Sources

Overview

The SAS Web Infrastructure Platform and some solutions provide a set of features that
rely on a relational database to store service data. These relational tables differ from the
data that is analyzed, modeled, or otherwise processed by SAS applications, which
typically is derived from a site's enterprise or legacy sources. Instead, the relational
tables in the SAS Web Infrastructure Platform database are intrinsic to or used primarily
for the operations of a particular application, product, or service.


http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/manuals/
http://www.postgresql.org/docs/manuals/
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SAS web applications and services access data from the SAS Web Infrastructure
Platform database through JDBC. SAS Web Infrastructure Platform provides support for
the following third-party vendor databases:

* Oracle Database

+ IBM DB2
*  Microsoft SQL Server
+ MySQL

If you have not already done so, make sure that you review “Configuring an Alternate
Database for SAS Web Infrastructure Platform Data Server ™ in SAS Intelligence
Platform: Installation and Configuration Guide.

Your site can choose to use the database that you are familiar with. However, some SAS
solutions have requirements for specific databases. Consider these requirements when
you select a database to use as the data source for the SAS Web Infrastructure Platform.
As a default option, the SAS Web Infrastructure Platform Data Server can be configured
as the data source for SAS Web Infrastructure Platform.

Connection Information for the JDBC Data Source

The database used by the SAS Web Infrastructure Platform must be configured in SAS
Web Application Server as a JDBC data source. The JDBC data source is configured
with the JDBC driver and connection information for the selected database. These
settings are provided to the SAS Deployment Wizard during installation and
configuration. You need to know the JDBC connection parameters if you make changes
later, such as changing the connection to access a database on another machine. JDBC
connection settings typically require a user ID and password for access to the data
source.

The default database server for SAS Web Infrastructure Platform is the SAS Web
Infrastructure Platform Data Server. The JDBC connection parameters for the server are
provided in the following table:

Table 2.2 JDBC Connection Parameters for SAS Web Infrastructure Platform Data Server

Connection Parameter Setting

JNDI name: sas/jdbc/SharedServices
JDBC URL: jdbc:postgresql: //serverName:port/
SharedServices

In the URL, substitute the server name and port number of the
SAS Web Infrastructure Platform Data Server at your site. The
default port is 9432.

JDBC driver class: org.postgresql.Driver

These settings are configured during initial deployment. However, you need to know the
connection information if you make changes later, such as moving the server to another
host system.

Note: You must specify the user name and password values as required to access the
data source.


http://documentation.sas.com/?docsetId=biig&docsetVersion=9.4&docsetTarget=p14intellplatform00installgd.htm&locale=en
http://documentation.sas.com/?docsetId=biig&docsetVersion=9.4&docsetTarget=p14intellplatform00installgd.htm&locale=en
http://documentation.sas.com/?docsetId=biig&docsetVersion=9.4&docsetTarget=p14intellplatform00installgd.htm&locale=en
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These settings are represented in SAS Web Application Server in the SAS-
configuration-directory\Levn\Web\WebAppServer
\SsAsServerl 1l\conf\server.xml file:

<Resource auth="Container" driverClassName="org.postgresqgl.Driver"
factory="org.apache.tomcat.jdbc.pool.DataSourceFactory" initialSize="10"
jdbcInterceptors="org.apache.tomcat.jdbc.pool.interceptor.ConnectionState;
org.apache.tomcat.jdbc.pool.interceptor.StatementFinalizer"
jmxEnabled="true" maxActive="100" name="sas/jdbc/SharedServices"
password="${pw.sas.jdbc.SharedServices}" testOnBorrow="true"
type="javax.sql.DataSource"
url="jdbc:postgresql://hostname.example.com:9432/SharedServices"
username="SharedServices" validationInterval="30000"

validationQuery="select 1"/>

The postgresql.jar JAR file provides the org.postgresql.Driver class. SAS provides the
JAR file in the SASHOME\ SASWebInfrastructureDataBaseJDBCDrivers
\9.4\Driver directory.

Job Execution Service

The service provides a common, standardized way for applications to create, submit,
store, retrieve, and queue jobs for SAS servers. The service can be configured with the
Configuration Manager plug-in to SAS Management Console. The settings define the
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job thread pool and the execution thread pools for all logical servers that the service uses
for delegating work.

Figure 2.1 Job Execution Service Settings
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Table 2.3 Job Execution Service Settings Descriptions

Setting Default Value Description

Job Queue Minimum 5 Minimum number of job queue threads to

Threads create for incoming job requests.

Job Queue Maximum 30 Maximum number of job queue threads to

Threads create if the demand requires additional
resources.

Enable role-based security  Disabled If enabled, then the Job Execution Service

checks the identity and the job characteristics
to make sure the identity making the request
meets the assigned permissions. For more
information, see Table 2.4 on page 30.
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Description

Jobs are kept in memory only if persistence is
disabled. If persistence is disabled and the
SAS Web Infrastructure Platform Services
application or the web application server is
stopped, then no records are written to the
SAS Web Infrastructure Platform database
about any jobs that were submitted. When
persistence is enabled, the job execution
services can restart any jobs that were
submitted, queued, or running. For jobs that
are complete, clients can fetch the results after
a restart, when persistence is enabled.

Note: Persistence must be enabled when SAS
Web Application Server is clustered.

If enabled, then the distributed in-process
scheduler is used for running scheduled jobs.
Disable this setting if Platform Suite for SAS
is available and the preferred scheduling
method.

Use the controls to select the server context to
configure.

If enabled, then the servers in the associated
server context perform interactive workspace
tasks and interactive stored process tasks only.
If disabled, then the servers can perform batch
and interactive job execution.

Minimum number of task threads to create for
incoming job requests.

Maximum number of task threads to create if
the demand requires additional resources.

You can associate resources with servers and
then a job can specify that it requires a
resource. For example, you can associate a
printer name with SASApp. When a client
submits a job, and specifies that it requires the
printer resource, the job execution service
makes sure that the job runs on that server
even when other servers are available.

The default settings are designed to provide good performance in a variety of operating
environments. Before modifying the settings, consider enabling the auditing features of
the job execution services to review the performance with the default settings. For
information about enabling auditing, see “Configure Auditing for SAS Web

Applications” on page 81.

To modify any of these settings, follow these steps:

1. Logon to SAS Management Console as an administrator.
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2. On the Plug-ins tab, navigate to Application Management = Configuration
Manager = SAS Application Infrastructure = Web Infra Platform Services 9.4.

3. Right-click JobExecutionService and select Properties.

4. Click the Settings tab.

5. Modify the settings and then click OK.

When a new server context is configured for use by the Job Execution Service, the
Configuration Manager notifies the Job Execution Service instances to reload their

configurations to add the new server context. The following settings are updated at run
time by the Job Execution Service:

* A new logical server that is configured to be used by the Job Execution Service.
» The following job execution queues:

* minimum thread pool size

* maximum thread pool size

+ algorithm

All other settings are not applied and made active automatically. They are activated as
follows:

*  When you restart the SAS Web Infrastructure Platform Services or SAS Web
Application Server.

*  When you can set the state of some properties at run time through the JMX bean
(MBean) for the service with a JMX console.

*  When you click the Reconfigure button in SAS Web Administration Console. For
more information, see “Update the Job Execution Service Configuration” on page
91.

The default configuration for the job execution services does not check role-based
permissions. If role-based security is enabled, then the job execution service checks that
the identity submitting the request has sufficient permission.

Table 2.4 Job Execution Service Roles

Role Capabilities

Job Execution: Job Administrator Can submit jobs of high, normal, and low
priority and perform all job-related operations.

Job Execution: Job Designer Can add, update, or remove jobs and tasks
from metadata.

Job Execution: Job Scheduler Can schedule jobs.

Job Execution: Job Submitter Can submit normal priority jobs for execution.
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The following figure shows the default capabilities associated with the job administrator
role.

Figure 2.2 Job Administrator Capabilities
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Overview

SAS Web Server is an HTTP server. SAS configures the server with the following
features:

+ automatically configured as a load-balancing HTTP server when SAS Web
Application Server is clustered.

+ automatically updated to route web sessions (round robin) to SAS Web Application
Server instances when clustered.

* can be configured for HTTPS automatically. You must supply a signed certificate
and a private key. You can follow manual steps to change a configuration that used
HTTP to HTTPS.

+ automatically configured to cache static web content like JavaScript files, cascading
style sheets, and graphics files.

The following advanced configurations are possible, but require manual configuration
that is not automatically updated:

* adding instances of SAS Web Server to form a cluster

* interacting with customer-supplied load-balancing hardware or software
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Install SAS Web Server

Automatic Configuration

SAS Web Server is installed with SAS Deployment Wizard. The wizard can also
automatically configure the server. By default, the server is installed on the same
machine as SAS Web Application Server. However, because the topology is defined in a
plan file that the wizard uses, the server can be deployed to a different machine if the
topology is defined that way in the plan file.

To use this feature, select the Configure SAS Web Server automatically check box on
the SAS Web Server: Automated or Manual Configuration Option page of SAS
Deployment Wizard.

Manual Configuration

Use HTTPS

If you prefer to configure SAS Web Server manually, make sure the Configure SAS
Web Server automatically check box is not selected when you use SAS Deployment
Wizard. Once the wizard completes, the Instructions.html file provides step-by-step
instructions that describe how to configure the server manually. The instructions are
customized for your deployment, including the correct host names and file system paths.

If you choose to configure the server manually, you must also configure SAS Web
Application Server manually.

If you plan to use HTTPS, then it is best to enable the feature during the installation and
configuration time frame with SAS Deployment Wizard. SAS Deployment Wizard
prompts for a CA-signed certificate and private key. Both must be in PEM encoded
format.

If you have a CA-signed certificate, SAS Deployment Wizard prompts for the path to the
certificate and the path to the RSA private key that is not protected with a pass phrase.
An RSA private key file that is not protected with a pass phrase begins as follows:

Example Code 1 RSA Private Key without a Pass phrase

MIICXgIBAAKBgQC4vPQMyiVKvjIERVNfa34iVxeauzcUa8zc2xBHR1J43uAVVWUL
63yeG18QQoT55yqhAWhs621241E34t21tuhCm0QYbU1KiyBIPNyf0Ok3 /2E7Y701T

Do not use an encrypted private key. An encrypted RSA private key file begins as
follows:

Example Code 2 Encrypted RSA Private Key

Proc-Type: 4,ENCRYPTED
DEK-Info: DES-EDE3-CBC,FB353F5E4F1719EB

LigQOnszN4j0024QonLHCE17d4L1La6uMEqdxhl1PX8040+pbY5cEQIBbCiR1EmMEg
I105V/YZUa+uGG82ULsAUy3 zWTHP+0jxpTV/3gj LwbmD3+JM5Dd0 FLGenf PF5hld
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SAS Deployment Wizard also prompts for the certificate. A certificate file from a
certificate authority typically begins as follows:

Example Code 3 Certificate Authority-Signed Certificate

Certificate:
Data:
Version: 3 (0x2)
Serial Number: 1 (0x1)
Signature Algorithm: shalWithRSAEncryption

MIIDhDCCAu2gAwIBAgIBATANBgkghkiGIwOBAQQFADB+MQswCQYDVQQGEWIVUZEL
MAkGA1UECBMCTkMxDTALBgNVBACTBENhcnkxDDAKBgNVBAOTA1INBUZENMASGALUE

Understanding the SAS Web Server Configuration

The default location for SAS Web Server is SAS-configuration-directory
\Levn\Web\WebServer. Key files and directories are as follows:
bin
This directory includes a command for starting and stopping the server. For more
information, see “Use the httpdctl Command”.

conf
SAS software manages the configuration files in this directory. If you modify a file,
your customizations are overwritten the next time SAS software configures the
server.

Do not modify configuration files manually. Many settings, such as network port
number, are managed in SAS metadata as well. Use SAS Deployment Manager and
SAS Deployment Wizard for configuring SAS Web Server.

ssl
If you enabled HTTPS during installation and configuration with SAS Deployment
Wizard, then this directory is used to store the certificate and private key for the
server. If you supplied a CA-signed certificate and private key to the wizard, both
files are copied to this directory. The files are also renamed to include the host name,
as follows:

hostname.crt
hostname.key

If you need to replace a certificate—for example, to avoid having a
certificate expire—then replace the file in this directory.

Understanding SAS Web Server Management

Use the httpdctl Command

The server is configured with a httpdctl.ps1 command in the bin directory. On UNIX,
the command is httpdctl.
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UNIX Specifics
If you configured SAS Web Server to use network port numbers below 1024, then
you must run the httpdctl command with super user privileges, such as sudo.

sudo ./httpdctl restart

Windows Specifics
The httpdctl.ps1 is a Windows PowerShell script. You might need to set the
execution policy with powershell set-executionpolicy remotesigned.

powershell .\httpdctl.psl restart

Use the appsrvconfig Command

A configuration scripting tool for SAS Web Server is located in the SAS-
configuration-directory\Levn\Web\Scripts\WebServer directory. The
appsrveonfig.cmd command can be used for starting, stopping, and restarting SAS Web
Server.

appsrvconfig.cmd start
appsrvconfig.cmd stop
appsrvconfig.cmd restart

The actual task is identified in a command task file that is located in the SAS -
configuration-directory\Levn\Web\Scripts\WebServer\props. The file
is generated and then executed. The file does not exist until the appsrvconfig.cmd
command is used.

Information about using the appsrvconfig.cmd command for configuration tasks is
provided in SAS Configuration Scripting Tools on page 393.

Use Windows Services

For deployments that use the Windows operating environment, the default action for
SAS Deployment Wizard is to register each server instance as a service. The naming
convention is similar to the following example:

SAS [Config-Levl] httpd - WebServer

Use SAS Environment Manager

SAS Environment Manager provides an interface that you can access with a web
browser. You can start and stop SAS Web Server with the web interface.

Monitor SAS Web Server

View Performance With SAS Environment Manager

The primary user interface for monitoring the server is SAS Environment Manager.
Numerous metrics are collected from the server.

In SAS Environment Manager, SAS Web Server is represented as Apache httpd Server
version.

For administrators that are familiar with monitoring Apache HTTP Server, the metrics
that are collected for Apache Server version are related to mod bmx.
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See Also
SAS Environment Manager: Users Guide

View Load-Balancing Statistics

SAS Web Server is configured to load-balance requests, even if only one SAS Web
Application Server instance is configured. You can access the information by opening a
web browser from the machine that is hosting SAS Web Server and accessing the
following URL:

http://localhost/balancer-manager

The web page provides information about each load balancer. Some of the information is
identified in the following list:

» routes (each instance of SAS Web Application Server is identified as a route)
* route status
» the amount of network traffic to and from each route

* stop requests being sent to a specific cluster member
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Overview

SAS Web Application Server is a lightweight server that provides enterprise-class
features for running SAS web applications. By packaging the server and software that
can automate server configuration tasks, SAS simplifies the demands for managing a
web application server.

Though the server is based on a commercially available third-party software product, the
server is deployed and configured specifically to provide an environment for the SAS
web application and the middle-tier environment. The configuration tools that are
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packaged with the software ease the administration of the server in a SAS environment.
The tools are designed to interact with the SAS Metadata Server and other SAS software
products to maintain reliability and reduce administration in the SAS deployment.

The following list identifies some enhancements that are implemented in SAS Web
Application Server:

+ automatically connects to Cache Locator on server start-up for distributed
communication.

» accesses the JMS resources provided by JMS Broker.

* automatic directory scanning for changes to files is disabled. This change conserves
computing resources.

» JAR file scanning is optimized to reduce start-up times.

Install SAS Web Application Server

Automatic Configuration

By default, SAS Web Application Server is installed by the SAS Deployment Wizard
when you install SAS software for your deployment. The SAS Deployment Wizard can
automatically configure a server instance, deploy the web applications, and also
automatically configure related middle-tier components such as SAS Web Server, JMS
Broker, and Cache Locator.

To use this feature, select the Configure the web application server automatically
check box on the Web Application Server: Automatic Configuration page of the SAS
Deployment Wizard.

Manual Configuration

If you prefer to configure SAS Web Application Server manually, make sure the
Configure the web application server automatically check box is not selected when
you use the SAS Deployment Wizard. Once the wizard completes, the Instructions.html
file provides step-by-step instructions for how to configure the server manually. The
instructions are customized for your deployment, including the correct host names and
file system paths.

The generated Instructions.html file also includes information about installing and
configuring the related middle-tier components: SAS Web Server, JMS Broker, and
Cache Locator.

Multiple Machine Installation

You can install and configure SAS Web Application Server on multiple machines to
provide better performance, scalability, and high availability. This is called horizontal
clustering.

You can have the SAS Deployment Wizard automatically configure the additional
instances, or configure them manually. For more information, see “Add a Horizontal
Cluster Member” on page 218.
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Understanding SAS Web Application Server
Configuration

Server Naming

The default name for the first server instance is SASServerl 1.
The server name and instance is broken down as follows:

SASServerl
This portion identifies the server name.

1

This portion identifies the first instance of the server. Additional instances of this
server (for vertical clustering) increment the number as in _2, 3, and so on.

Your deployment might include additional managed servers. If your deployment includes
a SAS solution, the web applications related to the solution might be deployed to
managed servers with names like SASServer8 1 or SASServerl2 1.

Your deployment might include SASServer2 1. This server instance is created when the
SAS Deployment Wizard is used at the custom prompting level and enabling the
multiple managed server option. This option is useful for distributing some of the web
applications to the SASServer2 1 instance.

If you have configured multiple instances of a managed server, such as SASServerl 1
and SASServerl 2, then the web applications that support clustering are deployed
identically to each instance. Each of these instances is a vertical cluster member. For
applications that do not support clustering, only one instance is configured on the first
server instance.

For a list of the default SAS Web Application Server assignments, see “SAS Web
Application Server Assignments” in SAS Intelligence Platform: Web Application
Administration Guide.

See Also
“Add a Vertical Cluster Member” on page 216

Server Directories

Configured instances of SAS Web Application Server are stored in the SAS -
configuration-directory\Levn\WebAppServer directory and subdirectories.

SAS-configuration-directory\Levn\Web\WebAppServer\SASServerl 1
This directory represents an instance of SAS Web Application Server. Information
about some of the subdirectories is as follows:

bin
This directory includes a command for starting and stopping the server. More

information about controlling the server is described in “Understanding SAS
Web Application Server Management”.
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conf
SAS software manages the configuration files in this directory. If you modify a
file, your customizations are overwritten the next time SAS software configures
the server.

sas_webapps
This directory is used for the SAS web applications. SAS software manages the
addition and removal of web applications from the directory.

Specify JVM Options

For some advanced configuration procedures, you might need to change JVM options
for the server.

For Windows deployments, the JVM options are specified in the SAS-
configuration-directory\Levn\Web\WebAppServer\SASServern m
\conf\wrapper.conf file and the SAS-configuration-directory\Levn
\Web\WebAppServer\SASServern m\bin\setenv.bat file. If you have
multiple instances of SAS Web Application Server, make the same changes in each of
the files.

Note: After you modify the wrapper.conf file for SAS 9.4M7 February 16, 2022 and
later, you need to rebuild the Windows service for each SAS Web Application Server
instance. See “Rebuild Windows Service for Each SAS Web Application Server
Instance” in SAS Intelligence Platform: System Administration Guide for more
details.

For UNIX deployments, JVM options are specified in the SAS-configuration-
directory/Levn/Web/WebAppServer/SASServern m/bin/setenv.sh file.
If you have multiple server instances, make the changes in each setenv.sh file. If you add
a new JVM option:

1. Name the option something other than JVM_OPTS (for example, TS JVM_OPTS).

2. Add the new option to the following line, making sure that the new option comes
after $JVM_OPTS:

JAVA OPTS="$JVM_OPTS $TS JVM OPTS S$SAGENT PATHS $JAVA AGENTS $JAVA LIBRARY PATH"

Note: After specifying any needed JVM options, you must restart the SAS Web
Application Server for changes to take effect.

Deploy Web Applications

During the installation and configuration that is performed with the SAS Deployment
Wizard, the SAS web applications are automatically deployed if SAS Web Application
Server is automatically configured.

See Also

For information about redeploying, see “Redeploy Web Applications” on page 106.
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Understanding SAS Web Application Server
Management

Use the tcruntime-ctl Command
Each server instance provides a tcruntime-ctl command in the bin directory.

If you use this command to start, stop, or restart a server instance, be aware that it affects
only the single-server instance. The command does not start or stop any middle-tier
components that the server depends on. The command syntax is as follows:

e For UNIX environments:

tcruntime-ctl.sh start|stop|restart|status

* For Windows environments:

tcruntime-ctl.bat start|stop|restart|status

Starting with SAS 9.4M7 February 15, 2022 release, the tcruntime-ctl.bat and
catalina.bat shell scripts cannot be used to start or stop a Windows service. You manage
the web application server instances through the Windows Services Manager or the SAS
provided SASServiceCtl.ps1 Windows PowerShell script. The SASServiceCtl.ps1 script
for each SAS Web Application Server instance is located here: \SAS-configuration-
directory\Levn\Web\WebAppServer\SASServerN _M\bin. To execute the SAS Service
Control script and operate on Windows services, follow the powershell.exe command
with the -file switch and the name of the script, the -action switch followed by start or
stop and the -name switch followed by the full name of the service to be operated on.
For example:

> powershell -file SASServiceCtl.psl -action start
-name SAS-SASConfig-Levl-SASServerl 1-WebAppServer

Note: You do not need to use the script to start or stop the web application server
instance as you can achieve the same result using the Windows Services Manager.
The script primarily exists to support uninstalling and installing the Service; start and
stop are just ancillary capabilities of the script.

Note: Starting with SAS 9.4M7 February 15, 2002 release, the restart option is no
longer available from the UNIX script. Use the sfop option and subsequent start
option instead.

Note: On Windows, the status option does not indicate whether the server is running or
stopped.

Note: Prior to February 15, 2022 release of SAS 9.4M7, SAS Web Application Server
instances are based on Pivotal tc Server. Thereafter, SAS Web Application Server
instances are based on Apache Tomcat. In releases of SAS 9.4M7 where SAS Web
Application Server instances are managed by Apache Tomcat, the following error
might occur when stopping an instance:

ERROR [Catalina] No shutdown port configured. Shut down server through OS signal. Server
The stop command failed. Attempting to signal the process to stop through OS signal. Tom
PID file was not removed. To aid diagnostics a thread dump has been written to standard

Contrary to what this error message states, the SAS Web Application Server instance
has been stopped. Also, no shutdown port is configured by design, so this is not a
problem. To eliminate or reduce the chance of receiving this error message, extend
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the time-out value for each instance of the SAS Web Application Server. To extend
the time-out value, use the catalina.sh script rather than the appsrvconfig.sh script to
stop each instance. See “Troubleshooting the sas.servers Script” in SAS Intelligence
Platform: System Administration Guide for information about eliminating or
reducing the chance of receiving this error message.

Use the Appsrvconfig Command

Each machine that is used to run SAS Web Application Server for the SAS middle-tier
includes the SAS Configuration Scripting Tools in the SAS-configuration-
directory\Levn\Web\Scripts\AppServer directory. The appsrvconfig.sh
command in UNIX environments and appsrveonfig.cmd command in Windows
environments can be used for starting, stopping, and restarting all SAS Web Application
Server instances on the machine. The command will also start, stop, and restart any
middle-tier components that the server depends on.

For example, the command appsrveonfig.cmd restart automatically performs the
following tasks:

1.

2
3
4.
5
6

Stops all SAS Web Application Server instances
Stops JMS Broker

Stops Cache Locator

Starts Cache Locator

Starts JMS Broker

Starts all SAS Web Application Server instances

The actual tasks are identified in a command task file that is located in the SAS-
configuration-directory\Levn\Web\Scripts\AppServer\props. The file
is generated and then executed. The file does not exist until the appsrvconfig command
is used.

Information about using the appsrvconfig command for configuration tasks is provided
in SAS Configuration Scripting Tools on page 393.

Use Windows Services

For deployments that use the Windows operating environment, the default action for the
SAS Deployment Wizard is to register each server instance as a service. The naming
convention is similar to the following example:

SAS [Config-Levl] WebAppServer SASServerl 1

The Windows service has the advantage of providing the server status (started or
stopped), which is not available with the teruntime-ctl.bat command-line tool. In
addition, the Windows service manages the service dependencies.

Note: Starting with SAS 9.4M7 February 15, 2022 release, the tcruntime-ctl.bat and

catalina.bat shell scripts cannot be used to stop or start a Windows service.

Use SAS Environment Manager

SAS Environment Manager provides an interface that you can access with a web
browser. You can start and stop SAS Environment Manager with the web interface.
When you start a server instance with SAS Environment Manager, the application


http://documentation.sas.com/?docsetId=bisag&docsetVersion=9.4&docsetTarget=n1fxn02xr08732n1p0kph4z4145t.htm&docsetTargetAnchor=p0s7bffjswblrbn1n7uotuhimgm5&locale=en
http://documentation.sas.com/?docsetId=bisag&docsetVersion=9.4&docsetTarget=n1fxn02xr08732n1p0kph4z4145t.htm&docsetTargetAnchor=p0s7bffjswblrbn1n7uotuhimgm5&locale=en
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indicates that the server started successfully before the server actually completes
starting.

The command-line interface (tcsadmin) that is available with SAS Environment
Manager can be used for inventory and control operations. Do not use it for application
management or configuring instances and groups because you can create inconsistencies
with the deployment software developed by SAS.

See Also
SAS Environment Manager: User's Guide

Administer Logging for SAS Web Application
Server

Logging Configuration File

The SAS Web Application Server uses log4j to perform logging. The log4j configuration
file defines the level of logging and it is read at server start-up.

» Starting with SAS 9.4 M7 February 15, 2022 release and SAS 9.4 M8, SAS web
applications use Log4j v2 for its logging framework. Because of this, the log4j
configuration filename is log4j2.xml and it is found here:

SAS-config-directory/Levn/Web/WebAppServer/SASServern m/Log47j2/conf

* Prior to the SAS 9.4 M7 February 15, 2022 release, SAS web applications use Log4j
v1 for its logging framework. The log4j.xml file is found here:

SAS-config-directory/Levn/Web/WebAppServer/SASServern m/1lib
Customizations can be performed by editing the log4j2.xml configuration file, such as:
* Change the logging levels
* Add a logging category

* Change the layout pattern for the log message

Logging Level Descriptions

Log4j files offer many levels of logging detail. Enabling a level also enables the less
detailed levels above the selected level. The default level is set to WARN, which means
that WARN, ERROR, and FATAL messages are recorded. In large-scale deployments,
the size of the log file can grow rapidly when INFO messages are enabled.

CAUTION:
Excessive logging can degrade performance. Therefore, you should not use the
DEBUG level unless you are directed to do so by SAS Technical Support.

If you need to debug a problem, it is recommended that you dynamically change the log
output temporarily.

Here is a brief description of each level:

ALL
enables all logging.
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TRACE
displays finer-grained informational events than DEBUG.

DEBUG
displays the informational events that are most useful for debugging an application.

INFO
displays informational messages that highlight the progress of the application.

WARN
displays potentially harmful situations.

ERROR
displays error events that might allow the application to continue to run.

FATAL
displays very severe error events that might cause the application to end abnormally.

OFF
disables all logging.

To modify the logging level by editing the log4;j file, follow these steps:
1. Navigate to the SAS Web Application Server's log4j file:
cd SAS-configuration-directory/Levn/Web/WebAppServer/SASServern m/Log4j2/conf

2. Locate the category for the class that you want to modify and modify the value of the
priority parameter:

<Logger name="com.atomikos" level="error" additivity="false">
<AppenderRef ref="FILE"/>
<AppenderRef ref="CONSOLE"/>
</Logger>
<Logger name="org.apache.catalina" level="info" additivity="false">
<AppenderRef ref="FILE"/>
<AppenderRef ref="CONSOLE"/>
</Logger>

3. Restart the SAS Web Application Server so that it uses the new configuration.

Note:

* Prior to the SAS 9.4M7 February 15, 2022 release, SAS Web Application Server
uses Log4j vl for its logging framework. For information about the log4j v1
configuration file, see http://logging.apache.org/log4j/1.2/index.html and http://
logging.apache.org/log4j/1.2/manual.html.

» Starting with SAS 9.4M7 February 15, 2022 release and SAS 9.4 M8, SAS Web
Application Server uses Log4j v2 for its logging framework. For information
about the log4j v2 configuration file, see http://logging.apache.org/log4j/2.x/
manual/index.html.

SAS server logging is also based off of log4j, and syntax is similar. For more
information, see “Administering Logging for SAS Servers” in SAS Intelligence
Platform: System Administration Guide.


http://logging.apache.org/log4j/1.2/index.html
http://logging.apache.org/log4j/1.2/manual.html
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Monitor SAS Web Application Server

See Also

The SAS 9.4 release introduces SAS Environment Manager. A SAS Environment
Manager Agent is installed on the same machine as SAS Web Application Server and
reports metrics to SAS Environment Manager.

You can access SAS Environment Manager from a URL that is similar to the following
example:

http://hostname.example.com: 7080

Note: The server portion of SAS Environment Manager runs in its own instance of a
web application server. However, SAS Environment Manager is configured to use
SAS Logon Manager for authentication, and this requires that SAS Web Application
Server is running before you can access SAS Environment Manager.

In SAS Environment Manager, SAS Web Application Server is represented as
SASWebApplicationServerTomcat 9.47.

SAS Environment Manager: Users Guide

Check Prerequisite Servers

Overview

Beginning with SAS 9.4M2, a LifeCycle Listener is provided with SAS Web
Application Server. The LifeCycle Listener can force the server to wait for prerequisite
servers to start and begin listening on their service ports. In order to start properly, many
SAS web applications must connect to other servers during their initialization process. If
these prerequisite servers are not running, failures might occur during application
initialization. The prerequisite servers include the following:

* SAS Web Server, if it is configured

+ database servers, including SAS Web Infrastructure Platform Data Server and third-
party data servers

* SAS Metadata Server

* SAS Cache Locator, only for the server where SAS Web Infrastructure Platform is
deployed

e SAS JMS Broker

When one or more of the SAS servers are restarted at the same time, it is recommended
that you let these prerequisite servers start before SAS Web Application Server
instances. When SAS servers are configured to automatically start as Windows Services,
this is the recommended process.

By default, the LifeCycle Listener is not enabled in the current release. In order to use
this feature, you must configure it manually.
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Enable the Prerequisite Checker

To enable the LifeCycle Listener feature, edit the SAS-configuration-directory
\Levn\Web\WebAppServer\SASServern m\conf\server.xml file for each
instance of SAS Web Application Server. Locate the Server element and add the
highlighted line to the top of the file, along with the other Listener directives, for
example:

<Listener className="org.apache.catalina.core.ThreadlLocallLeakPreventionListener"/>
<Listener className="com.sas.vfabrictcsvr.atomikos.AtomikosLifecycleListener"/>
<Listener className="com.sas.vfabrictcsvr.startup.PrerequisiteServerListener"/>

For information about configuring the LifeCycle Listener for clustered servers, see
“Configure the Prerequisite Checker for Clustered Servers ” on page 226.

Prerequisite for Update in Place

Before performing an update in place on a server where updates were previously
performed, additional steps must be completed. For example, if you are updating your
system from SAS 9.4M3 to SAS 9.4M4, and you previously performed an update in
place from SAS 9.4M2 to SAS 9.4M3, additional steps must be performed prior to the
update in place.

Complete the following steps:

1. Check if the SAS-configuration-directory/Levn/Web/WebAppServer/
Backup directory exists.

2. If the directory exists, create a backup of it by renaming it to something else, such as
Backup.old.

3. Start the update in place process.
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Overview

The Cache Locator is used by applications on server-tier and middle-tier machines to
locate other members and form a data cache. When SAS Web Application Server starts,
it contacts one of the locators that are specified in the sas.cache.locators JVM
option to initialize communication with the distributed cache. With that information,
SAS Web Application Server instances form the cache that is needed to share run-time
information.

A locator is also configured on the server tier to provide access to the data cache for
stand-alone client applications like the SAS Web Infrastructure Platform Scheduling
Services (wipschedbatch.bat).

Note: In SAS 9.4M8, VMware GemFire is replaced with OpenSource Geode. Because
of this change, the configuration directory references geode in its directory path, and
configuration files have changed their names to include geode. See “Configure JVM
Options for the Cache Locator” on page 52 for directory and file names.
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Install Cache Locator

Single-Machine Deployments

In a single-machine deployment where the middle tier and the server tier are on the same
machine, only one locator is installed by the SAS Deployment Wizard.

SAS Web Application Server uses the locator. If more than one instance of SAS Web
Application Server is configured, each instance uses the locator to learn about the other
server instances to form the cache.

Multiple-Machine Deployments

A locator is installed on the first middle-tier machine by the SAS Deployment Wizard. A
locator is also installed on each server-tier machine that includes SAS Web Infrastructure
Platform Scheduling Services.

Configure JVM Options for the Cache Locator

Add or modify JVM options in the appropriate file, which is based on your SAS 9.4
version of the software and operating system. This information is in the tables below.
For the specific JVM options that are required for a task, see the following:

*  “Member Timeout JVM Option” on page 54
*  “Set the Bind Address” on page 54
*  “Modify the Configuration to Accommodate a Firewall” on page 55

Note: On a multi-machine deployment, two Cache Locators are installed. A Cache
Locator is installed on the first middle-tier machine and on the server-tier machine
that includes SAS Web Infrastructure Platform Scheduling Services. You must add or
modify JVM options for the Cache Locator in both places.

Table 5.1 SAS 9.4M8 Uses OpenSource Geode for Cache Locator

Directory: SAS-configuration-directory/Levn/Web/geode/instances/ins port-number

UNIX deployment scripts:

geode-locator.sh Use this script with one of the following arguments: start, stop, or
status.

geode-start-locator-sas.sh Use this file to specify JVM options.

Windows deployment scripts:

SAS [Config-Levl] Cache Use Windows service to operate the Cache Locator on Windows

Locator on port 41415 Windows deployments.

Service
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Directory: SAS-configuration-directory/Levn/Web/geode/instances/ins port-number

geode-service.bat Use this file to specify JVM options.

Note: You must re-install the Geode service after you make changes to
this file. See the note below this table for steps.

z/OS deployment scripts:

geode-start-locator-sas-zos.sh  Use this script with one of the following arguments: start, stop, or
status.

geode-locator-zos.jcl This script exists on z/OS deployments only when the locator is installed
on the server tier. Use this file to specify JVM options.

Note: For Windows environments in SAS 9.4 M8, you must perform additional steps.

1. Re-install the Geode service by calling the geode-service.bat. Open a Windows
command prompt and "Run as Administrator".

2. Run the following commands after you edit the values for SASCONF, SASLEYV, and
SASPORT that are correct for your environment:

REM Edit these to fit your situation

set SASCONF=D:\SAS\Config

set SASLEV=Levl

set SASPORT=41415

REM No editing needed below this line

cd /d "%$SASCONF%%SASLEV%\Web\geode\instances\ins %SASPORT%\"

net stop "SAS [Config-%SASLEV%] Cache Locator on port $%SASPORT%"

cmd /d /c .\geode-service.bat uninstall "SAS [Config-%SASLEV%] Cache Locator on port
cmd /d /c .\geode-service.bat install "SAS [Config-3%SASLEV%] Cache Locator on port %S
net start "SAS [Config-%SASLEV%] Cache Locator on port %SASPORT%"

Note: The log file for the Cache Locator is gemfire.log and it is located here: SAS-
configuration-directory/Levn/Web/geode/instances/ins port-
number. Be aware that this log file is different from the log file with the same name
that is written to SAS-configuration-directory/Levn/Web/
WebAppServer/SASServerl 1/logs.

Table 5.2 SAS 9.4M7 and Prior Releases Use VMware GemeFire for Cache Locator

Directory: SAS-configuration-directory/Levn/Web/gemfire/instances/ins port-number

UNIX deployment scripts:

gemfire-locator.sh Use this script with one of the following arguments:start, stop, or
status.
gemfire-start-locator-sas.sh Use this file to specify JVM options.

Windows deployment scripts:

wrapper.conf This file is used when you operate the SAS [Config-Levl] Cache
Locator service. Use this file to specify JVM options.
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Directory: SAS-configuration-directory/Levn/Web/gemfire/instances/ins port-number

z/OS deployment scripts:

gemfire-start-locator-sas- Use this script with one of the following arguments: start, stop, or
zos.sh status.
gemfire-locator-zos.jcl This script exists on z/OS deployments only when the locator is installed

on the server tier. Use this file to specify JVM options.

Note: The log file for the Cache Locator is gemfire. log and it is located here: SAS-
configuration-directory/Levn/Web/gemfire/instances/ins port-
number. Be aware that this log file is different from the log file with the same name
that is written to SAS-configuration-directory/Levn/Web/
WebAppServer/SASServerl 1/logs.

Member Timeout JVM Option

The Cache Locator uses the member-timeout server configuration, specified in
milliseconds, to detect unresponsive members. The default value of the member timeout
JVM option is 5000 milliseconds (5 seconds).

You might need to modify the member timeout if you encounter issues during upgrades:
* -Dgemfire.member-timeout=integer

See “Configure JVM Options for the Cache Locator” on page 52 for the appropriate files
to modify, based on your SAS 9.4. maintenance release.

Note: In SAS 9.4M7, the member timeout JVM option is set to 10 minutes:
-Dgemfire.member-timeout=600000. Th